date of commencement of the revision:
28.04.2023

Agreement

"Guiding principles of the

United Metallurgical Company for
working with contractors"

We are the Company: An
organization that is part of the AO OMK
group of companies - managed,
subsidiaries, affiliated companies

Contracting party: The Party with
which the Company has entered into an
agreement with a link to the Agreement
on Compliance with the Guidelines of
AO OMK Working with Contractors
(hereinafter referred to as the
Agreement),

collectively referred to as the Parties,
have concluded this Agreement that the
Parties undertake, in the process of
fulfilling their obligations under the
Agreement, to fulfill and comply with
the Company's guidelines set forth in
the Agreement (hereinafter referred to
as the Guidelines), and be liable for
their violation in the manner prescribed
by the Agreement.

Validity, modification of the
Agreement.

The Agreement is considered concluded
from the date of conclusion of the
Contract between the Company and the
Counterparty, which has a link to the
Agreement.

The Agreement is an integral part of
the Contract between the Counter party
and the Company, and is valid during
the whole period of the Contract.

The Agreement is concluded in
electronic form and its text is published
on the Company's official website on
the Internet at
https://omk.ru/law_documents in the
section "General Contractual

AaTa Hayana gencreus
penakumnmn:28.04.2023

CornaweHue

«PykoBoasime NnpuHUMnbI
O6beaVHEHHOW MeTannyprmyeckomn
KoMMNaHun B paboTe C KOHTpareHTaMm»
Mbi, KoMnaHus: OpraHusauus,
BXoAswas B rpynny komnaHumn AO
«OMK» - ynpaBnsieMmble, Jo4epHue,
addunmpoBaHHble obliecTBa

KoHTpareHT: CTopoHa, ¢ KoTopoW
KoMnaHua 3akniovnna gorosop,
nMerLWnin ccolniky Ha CornaweHuve o
cobnrogeHnn pykoBoasaLwmx npuHUNMNOB
AO «OMK» B paboTe C KOHTpareHTaMu
(nanee - Jorosop),

BMecTe uMeHyeMble CTOPOHHI,
3akaoumnnun Hactoswee CornalwieHue o
TOM, 4yTO CTOpPOHbI 0653YyI0TCA B
npouecce BbiNoHEHUSA 0653aTeNnbCTB
no ZloroBopy MCNONHATb U cobnoaatb
pykoBoasilime npuHumnnel KomnaHum,
n3noxeHHole B CornaweHunn (panee -
PykoBoasiwme npmHUNUNbI), U HECTHU
OTBETCTBEHHOCTb 3@ UX HapyLweHne B
nopsake, yCtaHOBNEHHOM [JOroBOpOM.
OeicTBne, usmeHeHue CornaweHums.
CornaweHune cYMTaeTCcs 3aKIl0YEHHbIM C
AaTbl 3aKo4YeHnsa [lorosopa Mexay
KoMnaHuen n KoHTpareHToM,
nMerLwero ccolsiky Ha CornaweHue.

CornaweHune a9BnsieTCs HEOTbEMIEMOWN
yacTbto [loroBopa Mexay KoHTpareHToM
n KomMnaHuen n gencTByeT B TeyeHue
BCero cpoka [lorosopa.

CornaweHune 3aKI4YeHO B 3/IEKTPOHHOM
dopme n ero TekCcT onybanKoBaH Ha
odmumanbHOM canTe KoMnaHun B CeTH
MHTepHeT no agpecy
https://omk.ru/law_documents B
pasgene «O6wme AOroBOpPHbIe



Documents of OMK Enterprises"
(hereinafter referred to as the
Website).

The Company has the right to
unilaterally make changes and additions
to the terms of the Agreement, which
become mandatory for the Parties from
the date the revision is put into effect.

The Counterparty is obliged to
regularly, by any means available to
them, independently visit the Site to
obtain information about the new
version of the Agreement.

The Counterparty has the right to send
written disagreements to the Company
against the new revision of the
Agreement before the specified date of
the start of the revision.

The Company has the right to refuse to
execute the Agreement unilaterally in
case of violation by the Counterparty of
the obligations specified in the
Agreement.

Guiding principles.

The Company considers itself to be an
ethical organization and is responsible
for ensuring that any of its business
activities do not directly or indirectly
contribute to the violation of human
rights.

We guarantee that we keep our
employees informed about the
Company's commitment to human
rights protection, as well as about their
own rights and responsibilities.

All of our partners with whom we do
business are aware that we are
committed to doing business with
values that embody high standards of
quality, integrity and excellence. We
respect traditions and the culture of the
operation areas where we conduct our
business. By implementing this policy,
we strive to develop relationships with

AOKyMeHTbl npeanpuatuin OMK» (nanee
- CanT).

KoMnaHnga nMmeeT npaso B
OAHOCTOPOHHEM nopsiake BHOCUTb
N3MEHEHUs U AOMOSIHEHUS B YCNOBUS
CornaweHus, KOTopble CTaHOBATCS
obsazatenbHbIMM ana CTOPOH C AaThl
BBeAEeHUs peaakumu B eNCTBMeE.
KoHTpareHT 0653aH perynsapHo, ftobbiM
AOCTYMHbIM MM CrOCO60M,
caMmocTodaTesibHO nocewaTtb Cant anga
Nosy4YeHns cBefeHUN O HOBOM
penakunn CornalueHus.

KoHTpareHT BnpaBe HanpaBuTb
KoMnaHun nncbMeHHble pasHoriacus
NpoTMB HOBOM pepakumm CornalwieHums
A0 yKa3aHHOM AaTbl Ha4Yana AencTeus
peaakuunu.

KoMnaHua BrnpaBe oTKa3aTbCa OT
ncnonHeHuns [lorosopa B
OAHOCTOPOHHEM MnopsiaKke B Criyvae
HapyweHna KoHTpareHTom
065a3aTenbCTB, YKa3aHHbIX B
CornaweHuu.

PykoBoasiyme npuHUMnbI.
KoMnaHua cuntaeT cebs opraHusaumen,
cobnrogatowen npasuaa 3TMYECKOro
noBeAeHns, HeceT OTBETCTBEHHOCTb 3a
obecneyeHune Toro, 4tTobbl NObLIE €€
KOMMepyecKune onepaumm He
cnocobcTBoBanu NpPsiMO UM KOCBEHHO
HapyLeHUIo NpaB YesoBeka.

Mbl rapaHTUpyeM, 4TO Mbl AJOHOCUM A0
Hawmx paboTHUKOB MHGOpPMaLMIO O
npuBep>XeHHOCTU KoMnaHuu 3awmte
npaB 4yenoBeKka, a Takxe 06 nx
CO6CTBEHHbIX NpaBax n 06593aHHOCTSAX.
Bce Hawun napTHepbl, C KOTOPbIMU Mbl
COCTOMM B A€/I0BbIX OTHOLUIEHMAX
0CBeAOM/IEHbI O TOM, YTO Mbl
NnpuBEpPXXeHbl naee OCyLecTBIeHUS
KOMMep4yeCcKon AessTe/IbHOCTM B
COOTBETCTBUM C LLEHHOCTAMU, KOTOpble
ABNSAOTCSA BOMJIOWEHNEM BbICOKUX
CTaHAapTOB KayecTBa, NOPAAOYHOCTU U
coBeplleHCTBa. Mbl yBaXkaem Tpaamunm



Contractors who share similar values
and take a responsible approach to
doing their business, embodying high
moral standards.

In an ongoing effort to develop and
strengthen our relationships with
Contractors, we have developed
Guiding Principles to guide our
Contractors. The guidelines for our
Contractors are based on the
confidence that corporate social
responsibility has a principal meaning in
securing our long-term commercial
success and has to be reflected in our
relations as well as in actions we
perform in the market, at work place
and in society.

We expect our Contractors will follow
the provisions of Russian Law,
legislation existing in the operations
areas of the Company as well as the
standards, principles and requirements
of the Company. We will cooperate with
our Contractors who provide
understanding and meeting the
requirements specified in the present
Guidelines.

Work organization

The Company supports recruiting
employees under fair terms which
correspond to our idea of respecting
human rights at work place. We aim to:

o] Establish strong and direct
relations with our employees using
open and fair methods.

N KYNbTYpYy PErmMoHOB NPUCYTCTBUSA, B
KOTOpbIX Mbl BeaeM busHec. Peannsys
3TY NOSIUTUKY, Mbl CTPEMUMCS
pa3BMBaTb OTHOLWIEHUS C
KoHTpareHTamMu, KOTOpble pa3aensoTt
aHanorn4yHble LEHHOCTN U OTBETCTBEHHO
noaxoAaT K BeAeHU0 CBOUX aen,
BOMJIOLLASA BbICOKME HPABCTBEHHbIE
cTaHaapThbl.

MOCTOSAHHO CTpeMAChb pa3BmBaThb U
yCUAMBaTb HalIN OTHOLWIEHUSA C
KoHTpareHTamu, Mbl BbipaboTanmu
PykoBoaswme NpuHUUMbI, KOTOPbIMU
AO/KHbl PYKOBOACTBOBATLCA HaLUM
KoHTpareHTbl. PykoBogsLme rnpuHUmnbI
Ansg KOHTpareHToB OCHOBbIBAKOTCS Ha
YyBEPEHHOCTU B TOM, YTO
KoprnopaTunBHasa coumasibHas
OTBETCTBEHHOCTb UMeeT
NPUHUMNMANBbHOE 3HAYEHME B
obecneyeHnn Hawero 4oroCpPOYHOro
KOMMep4eCcKOoro ycnexa v Ao/kHa 6bITb
OTpa)keHa B HalMX OTHOLIEHUSX, a
TakXe B AeNCTBMAX, KOTOPbIE Mbl
COBEpLUIAEM Ha pblHKe, Ha pabouem
mMecTe 1 B obiecTse.

Mbl oXXnaaem, 4To Hawm KoHTpareHThbl
6yayT cneposBaTb HOpMaM POCCUMNCKOIo
3aKOHOAATeNbCTBA, HOpMaM
3aKOHOAATeNbCTBA, AENCTBYIOWMNM B
permoHax npucyTtcrema KomnaHuu, a
TakXe cTaHgapTaM, nMpuHUMNaM m
TpeboBaHnam KomnaHun. Mbel 6ynem
coTpyaHu4yaTb ¢ KoHTpareHTamu,
KoTopble obecneyat NOHUMaHUE U
ncnonHeHune TpeboBaHMM, N3NOXKEHHbIX
B PykoBOASLWNX NPUHLMNAX.
OpraHusaums paboTbl

KoMnaHusa BbICTynaeT B NOAAEPXKKY
HanMa pabOTHMKOB Ha CnpaBeaAIMBbIX
YCNOBUSAX, KOTOPblE COOTBETCTBYIOT
Haller NpPMBEPXEHHOCTM naee
yBaXeHus npaB yenoBeka Ha paboyem
mMecTte. Mbl cTpeMmMmcs:

0 yCTaHaBAMBaTb Kpenkue u
NpsiMble OTHOLIEHWUS C HAWNMK



o] Treat our employees fairly and
respectfully.
o] Be committed to all the

principles of labour legislation including
those that concern work time, rewards
and third party representation.

o] Bear collective and personal
responsibility for our work continuously
trying to achieve high results.

o] Provide our employees with
possibilities for personal and
professional growth and development .

o] Provide safety at work place
together with our workers.

Working conditions

We expect our Contractors will evaluate
their employees based on their ability
to perform the designated work, but
not based on their physical and/or
personal qualities or beliefs realizing a
principle of elimination of discrimination
on the grounds of race, skin colour,
religious and political beliefs, ethnic
background or sexual orientation.

Health and safety

We expect our Contractors will provide
their employees with a safe work place
and also introduce the procedures
facilitating the minimization of risks of
accidents, harm and damage to health.
Working conditions shall comply with
the legislation acting towards the
Contractor.

Child and forced labour; labour
abuse

paboTHMUKaMK, UCMOSb3YSs A 3TOro
OTKpPbITblE N YECTHble Crocobbl,

(0] cnpaBeasiMmBo U YBa>XUTEJIbHO
OTHOCUTLCA K HallnM pa6OTHVIKaM,
(0] npmnaep>XxXmBaTtbCqd BCEX HOPM

TPYAOBOro 3aKoHOAATENbCTBA, BK/IOYaAs
Te, KOTOpble OTHOCATCS K paboyemy
BPEMEHW, BO3HArpaXKAeHmo U
npeacTaBUTENbCTBY TPETbUX CTOPOH,
o} HECTWU COBMECTHYIO U
NHAMBUAYANIbHYO OTBETCTBEHHOCTb 3@
HalWy AeATeNbHOCTb, MOCTOSIHHO
CTPEMSACHh K AOCTUXKEHUIO BbICOKNX
pe3ynbTaTos,

o} NpeaoCcTaBNATb HAWMM
paboTHMKAM BO3MOXXHOCTWU A5 JINYHOTO
N NpodeccmoHasbHOro pocTa u
pa3BuUTUS,

o] COBMECTHO C HalMMM
paboTHMkamm obecrneumBaTb
6e30nacHOCTb Ha pabounx MecTax.
YcnoBua Tpyaa

Mbl oXXnaaem, 4To Hawn KoHTpareHThl
6yayT oueHMBaTb CBOMX PabOTHMKOB
Ncxoas U3 X CNOCOBHOCTU UCMOHATD
BBEpPEHHY0 UM paboTy, a He Ha
OCHOBaHUWN UX PU3NYECKNX N/nUnn
JINYHbIX KayecTB unum ybexaeHun,
peannsys MPUHUNM UCKTYEHNS
AVCKPMMMHALUMM NO NpU3HaKYy pachl,
LBETa KOXW, Nona, pesiMrmo3Hbix
B3rns40B, NOAUTUYECKNX YbexxaeHunn,
HaLMOHANIbHOIO0 MPOUCXOXAEHUS NN
CeKCyanbHOM opueHTaunu.

3ao0poBbe U 6e30nNacHOCTb

Mbl 0XXKMaaeMm, 4To Hawun KoHTpareHTbl
obecneyaT cBoMx paboTHUKOB
6e3o0nacHbIM pabouymm MecToM, a Takxe
BHEAPAT npoueaypbl, crocobcTeytowwmne
MWHMMM3ALUMN PUCKA BOSHUKHOBEHMUS
HECYACTHbIX C/ly4yaeB, NPUYNHEHUS
BpeAa M yrpo3bl 340p0Bbl0. YC/N0BUS
TpyAa AO0J/1XHbl COOTBETCTBOBATb
AENCTBYIOLWEMY B OTHOLLUEHUMN
KoHTpareHTa 3aKOHOAATENbLCTBY.
AeTcKnMn n NpuHyaAnUTEsIbHbIN TPYA;
3noynorpebneHmne TpyaomM



We expect our Contractors will not use
the labour of persons who have not yet
reached the age at which the legislation
allows to hire employees (child labour)
as well as will not tolerate with physical
or any other illegal abuse of rights or
employees oppression or use of
different forms of forced labour in any
kind of Contractors' activities.

Salary and bonuses

We expect our Contractors will pay
their employees a fair and competitive
salary in total accordance with acting
legislation, and provide them with
opportunities for skills improvement.

Third party

Contractor shall respect employees’
right to define a third person to
represent their interests and conduct
collective negotiations in compliance
with the current legislation towards
Supplier /Contractor.

Environmental protection

We expect that our Contractors do
business in the way which ensures
environment protection. At least we
expect that our Contractors perform the
legal requirements about environmental
protection, rules and other standards,
including the ones used in the country,
where they conduct their work.

Conflict of interest

The Company's employees shall always
cooperate with Contractors, which
conduct or aim to conduct business
with the Company openly and honestly,

Mbl OXX1UaaeM, 4yTo Npu BeAEHUU
6busHeca Haww KoHTpareHTbl He 6yayT
NCNoNb30BaTb TpyA MU, He AOCTUMLLNX
BO3pacTa, C KOTOpPOro
3aKOHOAATENbCTBOM pa3pelleH HaéM U
npueneyeHme paboTHUKOB (AETCKUN
TPYA), @ TakXKe He 6yayT MUPUTLCS C
dU3MYEeCKUM NN UHBIM HE3aKOHHbIM
3noynotpebneHnem npaBoM UIu
nputecHeHneMm paboTHMkKoB, 60O
NCMoNb30BaHUEM pas3fIMYHbIX POpM
NpUHyAUTENbHOro Tpyaa B Nt060M 13
BMAOB AeATesIbHOCTM KOHTpareHToB.
3apaboTHas nnarta v NbroTbl

Mbl oXkngaem, 4to Hawm KoHTpareHThbl
6yayT BbiN/1a4ynBaTb CBOMM paboTHMKAM
CnpaBeanMBoe U KOHKypeHTocrnocobHoe
BO3HarpaxaeHue B rnoJjIHoM
COOTBETCTBUU C MPUMEHUMbIM
3aKoHOAATeNbCTBOM, @ TakxXe byayT
npeanaraTtb UM BO3MOXHOCTU pa3BUTUS
HaBblKOB M BO3MOXHOCTEMN.

Tpetbmu nmua

KoHTpareHT 4O/IXKEH yBa)kaTb NpaBo
paboTHMKOB onpeaennTb TpeTbe N1L0
ANs npeacTtaB/ieHns CBOUX MHTEPECOB U
BeZleHNS KONNIEKTUBHbIX MeperoBopoB B
COOTBETCTBUU C AENCTBYIOLWMM B
OTHOLWEeHnn Takoro KoHTpareHTa
3aKOHOAATENbCTBOM.

OxpaHa okpy>karoLiei cpeabl

Mbl oXXnaaem oT Hawmx KoHTpareHToB
Takoro seaeHus busHeca, KoTopoe
obecneumBaet 3aWNUTY N OXPaHYy
oKpyXxatowien cpeabl. Kak MUHUMYM, Mbl
oXuaaeMm, 4yto Hawm KoHTpareHThl
ncnonHsaT TpeboBaHUs
3aKoHoaaTenbcTBa 06 oxpaHe
OKpYy>KatoLlen cpeabl, NpaBuna U nHble
HOPMbIl, B TOM YUCNeE MPUHSATbIE B
CTpaHe, rae oHW BeAyT CBOK
AesATeNbHOCTb.

KoH(p KT nHTepecos

CoTpyaHnkn KoMnaHmu AOSTKHbI
coTpyaHu4yaTb ¢ KoHTpareHTamu,
KoTopble BeayT 6musHec ¢ KomnaHuen
OTKpPbITO N 4O6pPOCOBECTHO,



based on never giving preferences for
Company's employees, their friends or
families.

The employees shall not have any
financial relations with the Contractor
which can contradict to employee's
obligation to act in the interest of the
Company. For example contractors
shall not employ or disburse payment
to any employee of the Company
during all the period of relations
between Contractors and the Company.

Friendly relations beyond the scope of
work are inevitable and quite
acceptable, but Contractors shall
provide that no personal relations shall
be used to influence the decision-
making of the Company's employees.

If an employee of the Contractor is
related to an employee of the
Company, or if other relations with an
employee of the Company may create a
conflict of interest, the Contractor is
obliged to report this fact to the
management of the Company or take
the necessary measures to ensure that
this is done by the employee of the
Company.

Presents, invitations to a restaurant
and entertainment

Company's employees shall not accept
any presents from Contractors, except
courtesies accepted in business
environment, which is reasonable and
acceptable in certain circumstances. It
is allowed to accept invitations to a
restaurant during business meetings.
Contractors shall not give to Company's
employees expensive presents,
invitations to a restaurant or to other
places as entertainment, which may
look like rendering of inappropriate
influence.

OCHOBbIBAsACb Ha OTCYTCTBUM
npeaocraBneHns Kakmx-nmbo
npedepeHumnin ansa paboTHNKOB
KoMnaHun, nx apysen nnu cemen.
PaboTHUKN HE AO/KHbI UMETb KaKnUX-
nnbo oTHOLWEHUI HUHAHCOBOIO MNKn
WHOro xapakTtepa ¢ KOHTpareHToM,
KOTOpble MOryT NpOTMBOPEYUnTb
obs3aTenbcTBy paboTHMKA AENCTBOBATb
B MHTepecax KoMmnaHun. Hanpumep,
KoHTpareHTbl He AO/MKHbI HaHMMaTb Ha
paboTy MM NpoM3BOANTb BbiNaThl
moboMy paboTHMKy KomnaHuu B
TeyeHue BCero cpoka
B3aMMOOTHOLLEHUN MeXay
KoHTpareHToM 1 KoMnaHunen.
ApyxXeckne oTHOWEHUS 3a paMKamu
paboyero B3anMoaencTBms Hen3bexHbol
N BMNOJIHE npuemsieMbl, HO KOHTpareHTbl
AOMKHbI 0becneumnTb, YTOObI HUKaKKe
JINYHblE OTHOLWWEHUS HE UCMONb30BaNUCh
ANS TOro, 4tobbl BAUATbL HA NPUHATUE
peweHnin paboTHMkamm KomnaHun.
Ecnu paboTHmnK KOoHTpareHTa coctouT B
POACTBEHHbIX CBA3SAX C pabOTHUKOM
KoMnaHun, nnun ecnu apyrme
OTHOLWeHnsA ¢ paboTHMKOM KoMnaHuu
MOryT CO34aBaTb KOHMNNKT UHTEPECOB,
KoHTpareHT 0653aH coobwntb 06 3TOM
dakTe pykosoacTsy KoMnaHuu nnum
NPUHATL HEObXoaMMbIe Mepbl ANS TOro,
4yT06bl 3TO caenan paboTHUK KomMnaHuu.
Mopapku, NpurnaweHns B pectopaH um
Ha pa3BfieKaTesibHble MeponpuaTUS
PaboTHMkam KoMnaHum 3anpeLeHo
NpUHMMaTb OT KOHTpareHToB noaapku,
KpOMe NPUHATbIX B A€N0BOW NpakTuke
3HaKOB BHUMaHUSA, YTO SABNSIETCA
pa3yMHbIM U NpUeEMAEMbIM Npun
onpeaeneHHbiX 06cToATENbCTBAX.
[lonyckaeTcs NpMHUMaTb NpurnaweHms
B pecTopaH BO BpeMs AeNOBbIX BCTPeY.
KoHTpareHTbl He AO/KHbI NpeanaraTtb
paboTHukam KomnaHum goporue
noaapku, npuriaweHnsa B pectopaH uim
WHble MecCTa B KayecTBe
pa3B/ieKaTeNbHbIX MEPONPUATUIA, YTO



Presents for Contractors shall be based
on business interests of the Company
and shall be reasonable and acceptable
in given circumstances . The Company
shall always take into consideration and
consider domestic rules of our
Contractors regarding accepting
presents and entertainment.

Business and financial reporting
The Parties must keep accurate records
on all matters of business relations
between the Contractor and the
Company. It includes an appropriate,
full and precise reporting about
transactions, expenses and payments
made between them.

Transaction party shall not impede
submission and transfer of primary,
reporting or other documents to the
other side, as well as for the purpose of
assistance to allocate expenses to
another reporting period.

Bribes

A Contractor acting on behalf of the
Company complies with anti-bribery
laws, including against government
officials.

The Contractor is not entitled to
transfer material or other valuables to
civil servants, employees of state
bodies or companies with state
participation, political parties in order to
receive perquisites and benefits.

The Contractor is required to keep
written records of payments on behalf
of the Company, or from funds
provided by the Company. Contractors
shall provide copies of these reports
according to the contract conditions or
by the Company's requirement.

MOXET BbIrNSAeTb KaK OoKasaHue
HeHaanexawero Bo34encTeums.

Mogapkun ana KoHTpareHTOB AOJIXHbI
OCHOBbIBATbCSl Ha AE€N0BbIX MHTepecax
KoMnaHum 1 fo/KHbI 6bITb pa3yMHbIMU
N npuemMsieMbiMU NMpu AaHHbIX
obcroaTenbcTBax. KoMmnaHmsa nonxHa
BCeraa rnpuHMMaTb BO BHUMaHUE u
YUYUTbIBaTb BHYTPEHHME NpaBuia Halwmnx
KOHTpareHTOB OTHOCUTENIbHO NPUHATUSA
NoAapKoB U pa3B/ieYeHUMN.

OenoBas n pmHaHCOBas OTYETHOCTb
CTOpPOHbI AO/HKHbI BECTU AOCTOBEPHYIO
OTYETHOCTb MO BCEM BOMpPOCaM AeNoBbIX
oTHoweHnn KoHTpareHTa n KomnaHuu.
3TO BKAKOYAET HaANeXallyo, NOJSIHYIO U
TOYHY OTYETHOCTb O COBEpLUEHHbIX
Mexay HUMU caenkax, pacxogax u
nnaTexax.

CTopoHa caenkm He Oo/KHa
3a4epXXnBaTb BbICTaBNeHMe N nepegavy
ApYron CTOpoHe NepBUYHbIX, OTYETHbIX
N UHbIX JOKYMEHTOB, B TOM 4ucC/e B
Luenax cnocobCcTBoBaHUSA OTHECEHUIO
pacxoAoB K APYroMy OTYETHOMY
nepuoay.

B3aTku

KoHTpareHT, 4ENCTBYIOLWMN B MHTEpecax
KomnaHumn, cobniogaeT 3akoHbl O
3arnpeTe B3ATOYHUYECTBA, B TOM yucne
B OTHOLWEHWUWN rOCyAapCTBEHHbIX
cnyxalmx.

KoHTpareHT He Bnpase nepejasatb
MaTepuanbHble UM UHble LEHHOCTHU
roCyAapCTBEHHbIM CNy>alliuMm,
COTpYAHMKAM rocyaapCTBEHHbIX
OpraHoB WUAM KOMMaHUM C
roCcyAapCTBEHHbIM y4acTUeEM,
NOSIMTUYECKNUM NapTUAM YTOObI
NONYYUTb NbrOThbl N NPeMMyLLECTBa.
KoHTpareHT 06513aH XpaHuTb
NMMCbMEHHY0 OTYETHOCTb O NaTexax oT
nMeHn KoMnaHum, nnn us cpeacrTs,
npenocraBneHHbix KomnaHuen.
KoHTpareHT 0653yeTcsa NpeaoCcTaBnsaTb B
COOTBETCTBUMU C YCIOBUSMWN AOFOBOPOB



Compliance with anti-corruption
requirements

The Company informs Contractors
about the principles and requirements
of the OMK Anti-Corruption Policy
posted on the OMK Group's official
website (http://www.omk.ru ). By
concluding the Contract, the Contractor
confirms that it has familiarized and
agrees with the specified Anti-
Corruption Policy.

Each Party represents that, as of the
effective date of this Contract, neither it
nor its employees have offered,
promised, granted, permitted, solicited
or accepted undue monetary or other
advantages or given the impression
that they will do or may take similar
actions in the future, in any way related
to the Contract, and that it has taken
reasonable measures to prevent such
actions by subcontractors, agents and
other third parties under its control or
significant influence. This assurance is
essential for the conclusion of the
Contract.

The parties shall conduct procedures to
prevent corruption and ensure their
compliance. The Parties undertake
during the term of the Contract and
after its expiration not to perform the
above actions, and also undertake to
take reasonable measures to ensure
compliance with such restrictions by
their subcontractors, agents and other
third parties under their control or
significant influence.

Data security.

nnbo no TpeboBaHmio KoMnaHmn Konuto
3TOM OTYETHOCTMW.

Cob6nroaeHne aHTUKOPPYNLUMOHHbIX
Tpe6oBaHuMn

KoMnaHusa nHpopmmpyet KoHTpareHToB
0 NpuHUMnax n TpeboBaHnAX
AHTUKOPPYNUMOHHOM nonuTtukn OMK,
pa3sMelweHHON Ha odMUManbHOM canTe
pynnbl OMK (http://www.omk.ru ).
3aknyeHnem Jorosopa KoHTpareHT
noATBEpPXAAeT, YTO OH O3HAKOMWUJICA U
cornawaeTcsa ¢ AHTUKOPPYNLUMOHHOMN
NOJSINTUKOMN.

Kaxpaa CTopoHa 3aBepsieT, YTo Ha pgaTty
BCTyNneHuns B cuny [orosopa HM oHa
caMma, Hu eé COTpYAHUKMN He
npeanaranu, He obewanmn, He
npeaocTaBnsann, He paspelwanu, He
TpeboBanu U He NpuUHUManu
HenpaBOMEPHbIX AEHEXHbIX U UHbIX
npeumyLecTs U He co3gaBanmu
Bre4yaT/eHnsi, YTO OHM coBepLlaT Uan
MOryT COBEpLNTb NOAOOHbIE AENCTBUS B
byaywem, kakuM-nnb6o obpasom
CBSI3aHHbIX C [IoroBOpPOM, @ TakXe 4To
et 6bIIM NPUHATBI pasyMHble Mepbl ANs
HeaonyweHUsa NoA06bHbIX AENCTBUN CO
CTOPOHbI CybnoapsiAYMKOB, areHToB 1
WHbIX TPeTbUX /TNL, HaXoAALWNXCA Nnoa
€é KOHTPOJIEM UIN CYLLLEeCTBEHHbIM
BNNSHWEM. 3aBepeHne nMmeet
CyLecTBEHHOe 3HayeHue ans
3akoueHna loroeopa.

CTOpOHbI NPOBOAAT Npoueaypbl No
npeaoTBpaLLEHNIO KOPPYNUUK U
obecneunsatoT nx cobnogeHme.
CTopOHbI 0653y0TCA B TeYeHMe CpoKa
aencrteua [lorosopa mn nocne ero
NCTEYEHMS He CoBepLIaTb YKa3aHHble
BbllLe AENCTBMS, a Takxe 065a3yoTca
NPUHATb pasyMHble Mepbl ANs
obecneyeHns cobnroaeHns Taknx
OrpaHU4YeHnii CBOUMM
cybnoapsayumkaMm, areHTamm m MHbIMKU
TPETbUMN NNLAMU, HAXOAALWMMUCS NOL4
NX KOHTPOJIEM U CYLLECTBEHHbIM
BNINSAHUEM.



The Company and the Contractor
undertake to protect each other's
confidential information with the same
care as they do with respect to their
own confidential information.

The Parties undertake to take the
necessary organizational and technical
measures to protect confidential
information from unauthorized or
accidental access, destruction,
modification, blocking, copying,
distribution and other illegal actions.
Contractors who have gained access to
the Company's confidential information
are not entitled to distribute this
information without the permission of
the Company.

If the Contractors received confidential
information by mistake, then he must
refrain from further dissemination of it.
The parties undertake to conclude a
"Confidentiality Agreement" if they
exchange, provide access to
confidential information.

The Party that transfers personal data
undertakes to obtain from the subject
of personal data consent to their
processing by the receiving Party. The
written consent is kept by the
transferring Party and will provide it to
the other Party upon request.

To ensure information security, all new
connections of Contractors to the
Company's IT infrastructure, as well as
their changes, must:

o] be approved;

o] be assessed for compliance with
information security, the Company's
business needs and the principle of
providing the least access;

NMHucpopmaumoHHan 6e30nacHOCTb
KoMnaHusa n KoHTpareHT 0653ytoTcs
3aWmuaTb KOHGUAEHUMANBHYIO
MHpOpMaLMIo Apyr Apyra C TOM xe
TWATENbHOCTbLIO, C KakKon AenatoT 370 B
OTHOLLUEHNN COBCTBEHHOM
KOHduAaeHUManbHOM nHpopmMaumu.
CTOpOHbI 065a3YI0TCS NMPUHSATD
HeobxoaMMble OpraHn3auMoHHbIE U
TeXHUYECKne Mepbl AN5 3alnThbl
KOHpMAeHUManbHoOM nHopmMaunm ot
HEeNpaBOMEpPHOro MK CY4YamlHOro
AOCTYyNa, YHUUYTOXEHUS, NU3MEHEHUS,
610KMpOBaHNSA, KONMMPOBaHMUS,
pPacnpoCTPaHEHUS U UHbIX
HernpaBOMEpPHbIX AENCTBUMN.
KoHTpareHTbl, KOTOpbIe NOAYy4YMmn
AOCTYN K KOH(pnaeHUnanbHOwn
nHdopmaunm KomnaHum, He Brnpase
pacrnpocTpaHaTb 3Ty MHdopmauuto 6e3
pa3peweHna KomnaHuu.

Ecnu KoHTpareHT nony4yun
KOHbUAeHUManbHy MHbopMaumio
OWKnbOYHO, TO OH AOJIKEH
BO34epXaTbCHA OT AaNbHeNLero ee
pacnpoCTpaHeHUs.

CTOpOHbI 064A3YI0TCSA 3aKOUYNTb
«CornaweHuve o
KOH(UAEHUMANbHOCTU», €C/IN OHU
obMeHMBaKTCs, NpeaoCcTaBnAoT 4OCTYN
K KOH(dMAeHUManbHoM nHdopmMaumu.
CtopoHa, KoTopas nepenaért
nepcoHanbHble AaHHble, 06a3yeTcs
NoNy4YmnTb OT cybbeKkTa nepCoHanbHbIX
AAHHbIX cornacue Ha nx obpaboTky
nonydatwouwenn CtopoHon. NncbMeHHoe
cornacme xpaHuT nepegatowas CtopoHa
N npepoctasuT ero gpyron CTopoHe no
TpeboBaHuio.

Onsa obecneyeHns MHHOPMaLUMOHHOMN
6e30MacHOCTM BCe HOBbIE MOAKIOYEHUS
KoHTpareHToB K UT-nHbpacTpykType
KoMnaHun, a Takxe nx n3aMeHeHus,
OOKHbI:

0 ObITb COracoBaHbl;

o] NPOWTN OLEHKY Ha COOTBETCTBMUE
MHdOpMaUMOHHOM 6e30nacHOCTH,



o] have an arranged employee of
the Contractor responsible for
connecting to the Company's IT
infrastructure and complying with the
information security requirements
established by the Company;

o} in the case of a VPN connection
of the Contractor's employees to the
Company's corporate network, as well
as in other corporate systems where
there is a corresponding requirement,
they must use two-factor
authentication.

The Contractor must immediately notify
about changes in connection or access,
about the termination of access to the
Company's IT infrastructure.

The Company has the right to prohibit
the Contractor from connecting to its
own IT infrastructure if the Contractor’s
equipment does not have an up-to-date
version of the operating system, it does
not have anti-virus software with up-to-
date signature databases, or unlicensed
software is detected.

The Company has the right to apply the
system of control of privileged users in
relation to the employees of the
Contractor connecting to information
systems, and to record the actions of
users in them.

The Contractor guarantees that the
software and firmware supplied and/or
configured by it under the Agreement
will not contain undeclared features
that may affect the system
performance and settings, including
authentication data.

Report on potential violations

6usHec-noTpebHocTaM KomnaHum um
NpuHUKMNY obecneyeHns HanMeHbLIEero
A0CTyna;

o] MMeTb 3aMKCUPOBAHHOIO
paboTHnka KoHTpareHTa,
OTBETCTBEHHOro 3a noakstyeHue Kk NT-
nHdpacTpykType KoMmnaHum u
BblNOJIHEHME TpeboBaHMI NO
MHdOpMaUMOHHOM 6e30nacHOCTH,
YCTaHOBNEHHbIX B KOMNaHuu;

o] B cniyyae VPN-nogknto4yeHus
coTpyaHukoB KoHTpareHTa B
KopnopaTuBHyto ceTb KoMnaHum, a
TakXe B APYrMX KOpnopaTMBHbIX
cucTeMax, rae ectb COOTBETCTBYHOLLEE
TpeboBaHMe, OHU O0IKHbI
NCMoNb30BaTb ABYX(aKTOPHYO
ayTeHTUdmKaumio.

KoHTpareHT 4O/IKEH HEMeANEHHO
yBenomnsaTb 06 n3MeHeHusX B
NOAKIOYEHNU NN AOCTyne, O
npexkpatieHmm goctyna K UT-
nHdpacTpykType KomnaHun.
KoMnaHusa BnpasBe 3anpeTtuTb
noakntoveHne KoHTpareHTa K
cobcTBeHHOM UT-MHMpacTpyKType, ecnu
TexHunka KoHTpareHTa He nmeet
aKTyasibHY0 BepCuio onepaumoHHOM
CUCTEMbI, HA HEWN OTCYTCTBYET
aHTMBUPYCHOE NporpaMMHoe
obecneyeHune c akTyasbHbIMK 6azamm
CUrHaTYyp, BbISAB/IEHO HENNMLEH3MOHHOE
nporpammHoe obecneyeHue.
KoMnaHuga Bnpase NpuUMeHsATb CUCTEMY
KOHTPONS NMPUBUNErMPOBAHHbIX
nonb3oBaTenen B OTHOLLEHUMN
CoTpyaHukoB KoHTpareHTa,
NOAKIHOYAKOLWMXCS K MHPOPMALNOHHbBIM
cuctemam, n GUKCMpoBaTb AeNCTBUSA
nonb3oBaTenen B HUX.

KoHTpareHT rapaHTUpyeT, 4To
nporpaMmMHoe U NporpaMMHoO-
annapaTtHoe obecneyeHue,
nocraesnsiemMoe n/Unm HacTtpamBaemoe
UM B pamkax [lorosopa, He byaeTt
coaepxaTb HeaeKkapupyeMblx
BO3MOXHOCTEN, KOTOpblE MOTYT



Contractors who consider that
Company's employee or another person
acting on behalf of the Company or on
his own behalf but in the interests of
the Company, commits illegal actions or
actions violating the Guidelines, shall
report to the Company about it.
Contractor can contact the supervisor
of such an employee or write a report
to the Company safety communication
e-mail address:

hotline@omk.ru

The Company guarantees that public
report about violations or potential
violations will not have a negative
influence on business relations of the
Company with Contractor.

noBNMATb Ha paboTocnocobHOCTb
CUCTEMbI N HAaCTpPOWKK, BKIOYas
ayTEHTUDMKAUNOHHbIE AAHHbIE.
CoobueHne 0 BO3MOXHbIX HapyLUEHUSAX
KOHTpareHTbl, KOTOPbIE CYMUTAIOT, UYTO
paboTHUK KoMnaHuu nnm nHoe nunuo,
AENCTBYOLLME OT MMeHU KoMnaHum nnm
OT CBOEro MMeHU, HO B MHTEpecax
KomnaHun, coBepluaeT He3aKOHHbIe
AENCTBUS NN AENCTBUS, HapyLlualLwmne
PykoBoasiwme npuHumnol, 06a3aHbl
coobwuTtb 06 aToMm KomnaHuw.
KOHTpareHT MOXeT CBSA3aTbCA C
pyKoBOAUTENEM Takoro paboTHuKa nnm
HanucaTb coobuweHne No 3N1EKTPOHHOMY
aapecy 3KCTPEHHOM CBA3U C
KomnaHwvemn:

hotline@omk.ru

KoMnaHusa rapaHTupyeT, 4To
coobuieHne 0 HapyLWeHUaxX nnum
NoTEeHUMasNbHbIX HapyLeHUAX He
OKaXeT HeraTUBHOIro BAUSAHMSA Ha
AenoBble B3aUMOOTHOLWEHUS KoMnaHnm
¢ KoHTpareHTom.



